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Abstract— Internet of Things (loT) is connected with numerous number of heterogeneous devices and these devices are
communicating with one another. They are deployed in low power lossy networks. These networks encounter various attacks.
Such as sinkhole attack, selective forwarding, wormhole attack, rank attack. Internet Engineering Task Force (IETF)
standardizes protocol for 10T. One such is IPv6 Routing Protocol for Low power and Lossy network (RPL). RPL is typically
designed for 10T in the context of constrained resources. In RPL, source nodes select the preferred parent node based on the
rank metric to select the optimum routes. However, the malicious node misuses the rank metric to attract its neighbor nodes.
This issue is defined as the rank attack. This paper proposes an algorithm to detect the rank attack in RPL based Internet of

Things.
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l. INTRODUCTION

Internet of Things (IoT) integrates physical objects with the
internet. In 10T, the heterogeneous devices are connected in
low power and lossy network called 6LoWPAN (IPv6 Low
Power over Wireless Personal Area Network). This network
is connected with the internet using 6LOWPAN Border
Routers (6BR) [1] as shown in figure 1. Here, 6BR acts as a
gateway between the 6LoWPAN network and the internet. In
6LOWPAN network, huge number of heterogeneous devices
are connected. These devices are communicating using
routing protocol called RPL. It is mainly designed for the
Internet of Things to connect the constrained devices.
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Figure 1: IoT devices connected with the Internet across 6BR

The RPL is affected by various internal and external attacks
due to constrained resources. Particularly, internal attacks
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create more vulnerabilities to disrupt the network
performances. So, it needs the standard security mechanism
to detect and mitigate the attacks. RPL construction is based
on the Rank metric. But, the malicious node used the rank
metric as a fake to compromise to its neighbor nodes. The
nodes which are compromised with the malicious node will
loss the data packets. Consequently, the network parameters
such as packet delivery ratio and throughput are affected.
Hence, this paper proposes an algorithm to detect the rank
attack in RPL based Internet of Things.

This paper is presented as follows: section Il describes the
related works. Section 11l specifies overview of research.
Section IV defines the problem. Section V proposes a
mechanism. Finally, section VI concludes the paper.

1. RELATED WORK
Dharmini et al. [6] proposed the intrusion detection module
to detect intrusions against the 6LOWPAN networks. In this
paper, the authors used ETX metric and geographical hints
with the IDS module to identify malicious nodes that conduct
attacks against 6LOWPAN networks. Karthik et al. [7]
proposed a security mechanism to address and mitigate the
rank attack in RPL. The authors invoked a security
mechanism in the motes to increase the packet delivery ratio
towards the sink node. Mahmood et al. [8] reviewed the
existing mechanisms for detecting sinkhole attacks on RPLs.
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The authors discussed and compared their advantages and
drawbacks with regard to resource consumption and false
positive rate. Faiza et al. [9] proposed a trust-based intrusion
detection system for mobile RPL based networks. The
authors introduced a new timer and minor extensions to RPL
messages format to deal with mobility, identity and multicast
issues. Yulong fu et al. [10] proposed an automata based
intrusion detection method to detect and report the possible
loT attacks and also designed an experiment to verify the
proposed IDS method and examine the attack of RADIUS
application. The summary of existing mechanisms and
attacks are tabulated in table 1.

Table 1: Summary of existing mechanisms and detected attacks

Author (s) Detected Methods/Techniques Parameters
Attacks
Shahid et | Sinkhole, Intrusion detection | True positive
al. [11] selective algorithms rate, energy
forwarding
Anhutuan Rank, Specification based | True positive
etal. [12] sinkhole, local | intrusion detection | rate, False
repair, system positive  rate,
neighbor and energy
DIS
Heiner et | Rank attack TRAIL Topology | Overhead,
al. [13] authentication message size
Kevin et al. | Rank, sinkhole | Parent fail-over, rank | End-to-end
[14] authentication packet delivery
ratio
Christian et | Sinkhole attack | INTI intrusion | False positive
al. [15] detection system, | rate, false
watchdog, reputation, | negative rate,
trust delivery rate of
packets
Abdul et al. | Rank attack Objective function Packet
[16] delivery ratio,
end-to-end
delay

I1l.  ToPOLOGY CONSTRUCTION IN RPL
RPL is one of the routing protocols for loT. RPL is a routing
protocol for low power and lossy network. It is primarily
designed for 6LOWPAN networks. RPL is a proactive and
distance vector routing protocol for LLNs which creates a
DODAG of the network devices. An important characteristic
of RPL is its design for network of resource constrained
devices [2]. RPL topology is connected using three control
messages, these are DODAG Information Object (DIO),
DODAG Advertisement Object (DAO), and DODAG
Information Solicitation (DIS). RPL supports the Multipoint-
to-Point (MP2P), Point-to-Multipoint (P2MP) and Point-to-
Point (P2P) traffics [17]. In RPL, there are two types of
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modes are operated. These are storing and non-storing
modes. In storing mode, the Point-to-Point (P2P) traffic
between source to destination traverse through the common
parent node. In non-storing mode, the P2P traffic between
source to destination traverse through the DODAG root
node. To produce a route topology, every node selects a set
of parents that comprises nodes with equal or better paths
towards the sink. The node with the best route link is chosen
as the parent [3]. The figure 2 shows the construction of RPL

topology.
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Figure 2: RPL Construction

v. PROBLEM DEFINITION

As the energy is an important parameter to calculate the
rank, manipulation of energy would lead to fake rank value.
The consumption of energy depends on idle time, transfer
time and listen time. The accurate energy level is after
calculating these parameters. If there is a variation in energy
level, then there is a possibility of rank attacks in the
network. This attack is handled by calculating the energy of
each individual nodes in the network. The initial energy of
each devices are same. The border router which maintains
the routing table and the energy of each node. The rank of
each node depends on the energy.

RPL is a rank based DODAG tree topology protocol. Here,
the source nodes select the set of parent nodes in which each
node selects the preferred parent node based on better rank
value. Here, non-optimized path is created when the node
selects the attacker node in the context of fake rank value [4].
In RPL, different types of routing attacks occur such as
sinkhole attack, selective forwarding attack, wormhole
attack, rank attack etc. Among these, rank attack is most
crucial issue in RPL protocol [5].

This paper proposes a mechanism to handle attacker
nodes in l0T environment.
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V. THE PROPOSED FAKE RANK NODE DETECTION
ALGORITHM (FRND)

The proposed FRND algorithm, presented below, is
used to detect the attacker node based on rank of the node.
The rank of a node is calculated based on its distance from
the root node. The node which has lowest rank is selected as
the preferable parent. This algorithm collects n nodes as an
input and eliminates the attacker node based on its fake rank
value. The procedure of the FRND algorithm is presented in
figure 3.

Procedure FRND()
Step 1: Start
Step 2: Read N nodes
Step 3: Perform DODAG Construction using Rank for given N nodes
Step 4: Selecta parent and calculate the rank of the parent
Step 5: Calculate rank of every child
Step 6: Calculate energy required for each packets
Step 7: Identify the attacker node using the table Tab Rnk Id
Step 8: If attacked node (A) is mitigated by the root then
Perform global repair
Else
Perform local repair
End if
Step 9: Stop

Figure 3: Procedure of FRND algorithm

The pseudo code for procedure FRND is presented below.

Algorithm Rank_Detect()

Input : Input nodes N

Process: Detection and Elimination of Attacker
node

Output: Eliminated Attacker node

1. Begin
2. Forall nodes N
{

3. DODAG construct () {
For CN(i) < 1toN // CN - Child Node
{

Parent selection () //Choosing the best parent
based on rank

{
Rank () // Calculating the rank value
{
Credit = Available energy

Initial energy
Rankincrease = Credit +
MinHopRankIncrease
SR= Parent Rank + Ranki,crease
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13.

/I Self Rank Calculation
Expenditure = (packets sent x required
energy) + (ideal time x ideal require
energy)
Rankgecrease = Expenditure +
MinHopRankIncrease
Child rank = Parent Rank + RanKgecrease

}

}
End for
}

}

Total Transaction count () //
number of packet sent by the child node
{
For Pp; «<— 1 ton // Number of packet received
Ppi ++

i:alculate Child Rank ()

{

For CN; «<— 1ton // Number of child Nodes
{

Receive DIO

For DIO; < 1tom
/I Number of DIO received

{

End for j

}
End for i
}

}
E (Ppi) = Ppi«energy required per packet

If CUR;==RCR; //fake rank identification -
Attacker Node Identification ()
For NR=1ton
. If PRi>NR; +A;
Asr

. forNR;, i=1ton

if NA > NA,
If A is near to Root // Attacker alarm given
to the network, Global Repair ()
Else Local Repair ()
End if
End if

End
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VI. CONCLUSION

This paper proposes an algorithm to detect rank attack in
RPL based Internet of Things. In RPL, various types of
parameters used to select the best optimum routes to the
destination. The intruder misuses the rank value to disrupt

the

network operations. This algorithm detects the rank

attack based on energy metric. In future work, packet
delivery ratio, network overhead and throughput will be
evaluated using this algorithm.
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