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Abstract— Cryptography plays an important role in data security. During digital exchange of data, it is important; data should
not be access by an unauthorized user. Cryptography methods are based on symmetric and asymmetric encryption. It is
challenging researchers to find out advanced encryption security development algorithm. Cryptography techniques are based
on, symmetric key or private key and asymmetric key or public key. Researchers worked on secure and efficient data
transmission and presented various cryptographic techniques. For secure and efficient data transmission over the network, it is
necessary to use correct encryption method. Symmetric encryption is widely used technique. In this research work, we are
presenting an efficient block cipher encryption techniques based on triple method and improved key.

Proposed AESD method is based on block level symmetric encryption. The proposed AESD method is based on improve
cubes. A pair of binary inputs are contains by each cell. The Cube can able to provide a various number of combinations, by
that system will generate a strong cipher text. For efficient and strong cipher, proposed technique uses shuffling of bits in cube.
Proposed AESD algorithm, performed a series of bit transformations, by using of S-BOX, operation XOR, and operation AND.
The performance analysis of proposed encryption technique are compared with different existing symmetric encryptions
methods, based on block cipher encryption, such as Data encryption standard, 3-Data encryption standard, Advance encryption
standard, and blowfish fish, based on various comparison parameters such as encryption and decryption time, Avalanche effect
and cipher text size. Simulation results clearly shows that proposed method performs outstanding in terms of encryption and
decryption time, Avalanche effect and size, as compared to existing methods.
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I.  INTRODUCTION
Triple DES

3DES is an enhancement of DES; it is 64 bit block size with
192 bits key size. In this standard, the encryption method is

Day by day, the importance and the data value of exchanged
over the network, Internet or other any media types are

continuously increasing. Researchers are the continuously
researching, for the best possible data security solution. That
offers the best possible security protection against the
various data thieves' attacks. Still it is challenging, for
researchers to provide such important security services under
timely manner. It is one of the most active research areas in
the field of data and network security related communities.
Along with over the past decades, computer science and
information technology has infiltrated more and more areas
of our society

Il. RELATED WORK

DES- (Data Encryption Standard)

DES is the first encryption standard to be recommended by
NIST (National Institute of Standards and Technology).DES
is (64 bits key size with 64 bits block size) .Since that time,
many attacks and methods recorded the weaknesses of DES,
which made it an insecure block cipher.
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similar to the one in the original DES but applied 3 times to
increase the encryption level and the average safe time. It is a
known fact that 3DES is slower than other block cipher
methods.

AES

AES is a variable bit block cipher and uses variable key
length of 128, 192 and 256 bits. If both the block length and
key length are 128 bits, AES will perform 9 processing
rounds. If the block and key are of 192 bits, AES performs
11 processing rounds. If the block and key are of length 256
bits then it performs 13 processing round.

BLOW FISH

Blowfish was developed by Bruce schneier in 1993. It is a
symmetric block cipher having variable length key from 32
bits to 448 bits. It operates on block size 64 bits.
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PROBLEM SATEMENT

Based on literature survey following, problems are identified

1. Higher Encryption and Decryption time-Existing
methods have higher encryption and decryption time.

2. Avalanche Effect-Existing methods have less effect.

3. Not support various data formats- Existing methods are
not able to convert all types of file formats such as text,
image, audio, and video files

OBJECTIVES

1. The main objective of the work is to develop an efficient
encryption and decryption method for various file
formats. Proposed encryption scheme will achieves the
following-

2. The type of operations used for transforming plain text
to cipher text- Achieved efficient selection of
substitution and transposition elements, by proposed
EES Method.

3. Achieved efficient encryption and decryption time-
Perform fast encryption and decryption, as compared to
existing block cipher symmetric encryption methods
such as DES, AES, 3-DES and Blowfish.

4. Memory used- Use less memory space as compared to
existing block cipher symmetric encryption methods

5. Achieved best Avalanche effect-To achieved higher
avalanche effect, as compared to existing block cipher
symmetric encryption methods such as DES, AES, 3-
DES and Blowfish.

Il. METHODOLOGY

KEY GENERATION():

This proposed EES_key_generation function, takes input key
string of size up to 64 bit from user, and produces a strong
key of size128 bit. It uses following functions-

e Key add () - This function converts user string in to 64
bit string

e Key expansion () - This function expand 64 bit input
(64 bit output by, Key add()), in to its equivalent key
K128 with size 128 bits.

o Key Mixing(Key_128)- Proposed EES method use two
types kinds of key mixing process, called Forword_KM
and Backword_KM.

AESD_Substition_function( ):
This function performed, bitwise operations are performed
on values of sub-blocks to change their properties.

IV. ALGORITHM
AESD_encryption()
It takes input a block of size 128 bit, and a user private key

length up to 128 bit. Private Key, K 128, generated by
key_generation (). Send this plain text and keys to substation
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function. Finally, XORed operation is performed to generate
cipher text.

1. Select the plain text PT

2. Divides the input PT in to equal size block of 128-
bits, equal to the key length K

3. Call Key Mixing ()-

e The keys mixer function, mixes the input128
bit key and generates Key_128_mix, and

e Send results to AESD Substition function

The result of step 3 above will be the key,

Call Key Mixing (Key_128)

Performed XOR operation-

CT=PT_128 XoR Key Mixing(Key_128)

Decryptlon process is just reverse of encryption process.

No ok~

V. RESULT ANALYSIS
In this work various block cipher based encryption methods
such as AES, DES, 3-DES, Blowfish and proposed AESD
implemented and following results are calculated.

Encryption time for Text File-

Encryption Time in ms
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Figure 1: Encryption time for text files
Throughput of Encryption for Different Text File Size-

Throughput %
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Figure 2: Encryption time for text files
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Encryption of the PDF Files-
Encryption Time for pdf in ms
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Figure 3: Encryption time for PDF files
Decryption of the PDF Files-
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Figure 4: Decryption time for PDF files

Encryption of the Audio Files

Encryption Time for Audio Files in ms
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Figure 5: Encryption time for PDF files

Encryption of the Video Files-
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Avalanche Effect %-
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Figure 7: Avalanches Effect %

Influence- The above result 6.1 to 6.7 shows performance
comparison in between AES, DES, 3-DES, Blowfish and
Proposed AESD. Above graphs clearly shows that proposed
EES method have better encryption, decryption time for
various files formats such as Text, PDF, Audio, Video.
Better avalanche effect % as compared to existing methods.

VI. CONCLUSION AND FUTURE SCOPE

After evaluating algorithms based on parameter Avalanche
effect AESD scores highest, we can conclude that AESD can
be used in applications where confidentiality and integrity is
of highest priority. Evaluating DES, 3DES, AES, Blowfish
and proposed EES. The presented simulation results showed
that our EES algorithm has a better performance than other
common encryption algorithms used. Since it has not any
known security weak points so far, this makes it an excellent
candidate to be considered as a standard encryption
algorithm.

75



International Journal of Computer Sciences and Engineering

In this dissertation we have tried to reduce the encryption
time which is main target of my work but in this algorithm we
used only fixed matrices because of this the algorithm time is
still high and in future we will make the same algorithm for
the 27 X 27 matrices for reducing the time and increasing the
reliability of encryption.
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