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Abstract— Cloud computing that concern the latest trend in application development for Internet services, relying on clouds of 

servers to manage multiple tasks that used by individual machines. So without the Internet Cloud is not for the use. The 

developers initiates special services, such as email, calendars, and word processing, and host them entirely online, also 

processing of different applications proposed by the cloud of special servers with cloud computing. Cloud storage for storing 

and sharing data across multiple users become more popular. Cloud computing is innovative trend that supposed to do data 

storing at data centres. But the limitations of cloud data security don’t prescribe cloud better. To improve data reliability and 

availability, cloud service providers mature strategies such as storing multiple replicas along with original datasets. Public data 

auditing schemes enable the users to verify their outsourced data storage without retrieving the whole dataset. Due to the 

efficiency and security problems the system communication overhead (bandwidth) didn’t maintains data integrity, and public 

auditing. The on-demand service provision with utilization of limited resources of client system benefits the client. However, 

data outsourcing paradigm in cloud is one of the biggest security concerns. Frequent integrity checking is needed to keep an 

eye on data. The proposed scheme makes use of Merkle Hash Tree (MHT) and AES algorithm to ensure data integrity at the 

unsecured server.  
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I.  INTRODUCTION  

Cloud is most intensive research topic that predicts 

the Internet services. For the management of huge upcoming 

data and to provide infinite computing resources on demand, 

the cloud is better. Cloud computing has the combination of 

multiple existing technologies such as web computing, 

parallel and distributed computing, grid computing, utility 

computing, virtualization etc. Cloud storage enables 

authentic features for customers with benefits, ranging from 

cost saving and simplified convenience, to mobility 

opportunities and scalable service. Utilize and manage the 

storage of user data on the cloud storage is the great feature 

which attracting much more customers. The cloud servers 

mostly utilized to relieve clients from the intensity of storage 

management and maintenance. Cloud computing constructs 

and allows us to access the applications that actually reside at 

remote location.  

 

Basically cloud has the three special different 

definitions of cloud computing that conclude services such as 

Infrastructure as a Service (IaaS), Platform as a Service 

(PaaS) and Software as a Service (SaaS). Cloud computing 

prove advantages for organizations parsing to centralize the 

management of software and data storage, by guarantying of 

reliability and security for their users. Mostly, many efforts 

are covered at the commercialization of the cloud such as 

Amazon’s in the IEEE [2]. 

II. RELATED WORK 

Within short time people are expecting for utilizing data 

explosion, reading, and writing. One of the specialities 

utilizes cloud storage with an algorithm engine that find the 

exact way for data storage. The system provides a secure and 

performs data storage on the public cloud for use of number 

of users. Cloud storage has become popular by business users 

due to its vigorous benefits, proceeding lower cost and better 

resource utilization. But Cloud data storage has provided 

significant benefit by allowing users to store massage amount 

of data on demand in cost effective manner. Cloud system 

performs data storage on public cloud for use of number of 

users. Hence data security is important functional method for 

cloud data storage. Data integrity and authentication 

enhances the completeness, correctness & freshness of data 

[3]. 

 Cloud is elastic computing which identify the user 

authentication of particular file and the system. As compared 

to traditional systems, scalability and elasticity are key 
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advantages of cloud. The efficiency has great importance in 

supporting dynamic data. Security and privacy protection on 

dynamic data has been studied especially in the past [4], [5]. 

In this paper, we will focus on authentic data updates, which 

are important because these updates exist in many cloud 

applications such as business transactions and online social 

networks (e.g. Amazon). For reliability, privacy-preserving 

or efficient processing and public auditing purposes Cloud 

users may also need to split big datasets into smaller datasets 

and store them in different physical servers. Integrity 

verification for outsourced data storage has attracted 

extensive research interest. Dynamic updating is prevented 

due to the introduction of sentinel nodes. 

A.  Merkle Hash Tree (MHT) 

Merkle Hash tree is tree in which every non leaf node is 

acquired with the hash of the labels of its children nodes. 

Hash trees based on binary trees concept which are useful 

because they allow efficient and secure verification of the 

contents of larger data structures, those encrypted form of 

data would split into batches and those batch files are stored 

in cloud with the help of root hash code. The root node has 

the top hash key stored in local database of the owner. With 

the DSP, Authenticated Data Structures is a technique in 

which some kind of authentication data is stored on the. On 

the client’s query, a DSP returns the queried data along with 

some extra authentication data that is then used by the client 

to verify the authenticity of returned data. In this system the 

main block is divided into smaller MHTs and the root hashes 

of these sub-trees are signed.  

In Merkle proposed the use of binary trees to authenticate 

a large number of public keys with a single value, namely the 

root of the tree. That is how the definition of a Merkle tree 

comes into use. It is a complete binary tree with a k- bit value 

associated to each node such that the interior node value is a 

hash function of the main hash tree. 

 
Fig1. Merkle Hash Tree structure 

 

3.1.1. Key generation 

In this phase we calculate the root value of the tree, and then 

put the first authentication path and some upcoming node 

values. 

3.1.2. Output 

That phase consists of N rounds, one for each leaf. Every 

round the current leaf value is output, together with the 

authentication path for this leaf { }i Auth . Tree is updated in 

order to prepare it for the next round. 

3.1.3. Verification 

That is the validation and verification of leaf values in a 

Merkle tree. 

B. Third Party Auditor (TPA) 

The TPA performs auditing on behalf of the Client. The 

introduction of the TPA reduces the overhead of the client. 

The client no longer needs to verify the integrity of the data 

at the server on its own. Third Party Auditor does the 

inspection. That considered in two categories: private audit 

ability and public audit ability. The private audit ability can 

predict higher scheme efficiency, public audit ability allows 

anyone, not just the client, to challenge the cloud server for 

the correctness of data storage while keeping none private 

information. To remove such lacuna of management of data 

of the data owner, it will audit the data of client. Achieving 

economies of scale for Cloud Computing that becomes 

eliminates the involvement of the client by auditing that 

whether his data stored in the cloud are indeed intact [6]. 

In the authorization of TPA the server enable the TPA for 

processing the data blocks on behalf of MHT structure. So 

initially the connectivity should be covered by TPA by 

signature scheme.  

C.  Ranked Merkle Hash Tree (RMHT) 

A Merkle Hash Tree becomes authenticated data structure 

discussed for efficient verification of data updates by ranks, 

known as RMHT. On the behalf to the update algorithm, 

every non-leaf node will constantly have 2 child nodes. 

Information contained in one node N in an RMHT T is 

represented as {H, r N} where H is a hash value and r N is the 

rank of this node. T is constructed as follows. For a leaf node 

LN based on a message mi, we have H =h (mi), r LN = si; A 

parent node of N1 = {H1, rN1} and N2 = {H2, rN2} is 

constructed as NP = {h (H1||H2), (rN1 + rN2)} where || is a 

concatenation operator. 

D. Verifiable Data Updating 

Typically, in the verification the client will be able to detect 

any fault caused by accident or dishonest behaviours in the 

update. In the result maintenance of verifiable update process 

in both our basic scheme and the modification, Cloud 

Storage Server (CSS), i.e., R0 cannot match the Rnew 

calculated by the client. 

E. Multiple Replica 

It is the efficient way of emerging in the data integrity by 

updating each replica one by one. The Multi-Replica scheme 
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is verification scheme that manipulate the effectiveness and 

efficiency also measure the performance of the system. 

F. Cryptography 

Cryptography is a method of storing and transmitting data 

in a particular form so that only those for whom it is intended 

can read and process it. The art or science encompassing the 

principles and methods of transforming an intelligible 

message into one that is unintelligible, and then 

retransforming that message back to its original form I 

wondered how information in a computer was kept safe and 

my friend, a computer expert, explained to me 

how cryptography worked. The overconfident security expert 

bragged endlessly about his "superior” cryptography skills, 

yet the sophisticated hacker group broke the code in short 

time. 

•  Confidentiality (the information cannot be 

understood by anyone for whom it was 

unintended) 

•   Integrity (the information cannot be altered in 

storage or transit between sender and intended 

receiver without the alteration being detected) 

•   Non-repudiation (the creator/sender of the 

information cannot deny at a later stage his or 

her intentions in the creation or transmission of 

the information) 

•  Authentication (the sender and receiver can 

confirm each other’s identity and the 

origin/destination) 

 

G. Hash functions 

Mathematically, a hash function (or hash algorithm) is a 

condition of turning data into a number suitable to be 

handled by a computer. It enables a small digital 

“fingerprint” from any kind of data. The term hash 

apparently comes by way of analogy with its special meaning 

in the physical world, to "chop and mix". The function 

promotes or transposes the data to create that “fingerprint”, 

usually called hash value.  

H. Setup 

The setup phase is used to generate security keys like 

private key and public key by invoking KeyGen () function. 

In the pre-processing, it makes use of homomorphic 

authenticators and Meta data. That needs to two arguments 

namely file and key that responsible to audit data being 

flown for verification of integrity of data. 

The file system divides the file data into multiple blocks, 

Hash code is computed for each block of data by MHT 

structure. Especially hash code of two blocks is merged then 

this merged key is merged with other key made up of two 

merged keys. The process continues until all leaf nodes are 

found in the Merkle hash tree. After the processing of path 

the root element sent to cloud server for the data storage on 

cloud data server. 

I. Data Integrity Verification 

The TPA initiate for challenge server for block level 

data verification at regular intervals by sending file name and 

block randomly. The data integrity verification does with 

third party auditor. The ability of public auditing and data 

dynamics for remote data integrity are checked cloud 

computing. The system construction is conceptually 

continued to compute these two important goals while 

efficiency being also measured. To address efficient data 

dynamics, the system improves the existing proofs of storage 

models by manipulating the classic Merkle Hash Tree 

methodology for block tag authentication and integrity. 

J.  Data Modification and Data Insertion 

Cloud users required to specify modifications to 

their online data frequently that called as data dynamics. 

Typically some of the existing systems, the proposed system 

support data dynamics. The system of cloud has to be cover 

Data modification and data insertion is the two important 

methodologies.  

III. PERFORMANCE EVALUATIONS 

Public data auditing schemes allow users to verify their 

outsourced data storage without having to retrieve the whole 

dataset. However, existing data auditing techniques suffers 

from efficiency and security problems. This section provides 

proposed solution by introducing a new scheme for cloud 

storage security. The proposed system supports both data 

dynamics and public auditing. 
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