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Abstract—Cloud computing is a one of the emerging technology in IT industries nowadays. Cloud computing offers a wide range of 

services to its users. It delivers on demand services over internet with low cost investments. One of the service provided by cloud is 

data storage. But security and privacy of cloud data are main issues as cloud does not ensure the security aspects like confidentiality, 

integrity, identification etc. The cloud computing also enables users to access data from the cloud servers. To protect data access by 

unauthorized users, authentication plays an important role. Authentication is a first step for data security, through which user can 

establish proof of identities prior data access from system. In cloud computing environment, conventional authentication methods do 

not provide strong security against today’s most modern means of attacks. So cloud needs a dynamic approach for user 

authentication which should include more than one credentials for authentication. In this paper, we propose a data security 

architecture with a robust, dynamic and feasible Multi-Factor Authentication (MFA) scheme which integrates more than one factors 

like knowledge, possession, location and time, for cloud user authentication. 
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I.  INTRODUCTION  

Cloud computing offers several services to its customers over 

Internet. Users can access the shared computing resources 

from anywhere, at any time with pay per use basis. People 

are fascinated towards the cloud because it delivers resources 

on demand. In previous generations, people used to store 

data in Hard Disks, DVDs, CDs, and Pen Drives etc. But 

today, they prefer to store data on cloud. Nowadays many 

companies are offering cloud data storage services such as 

Google Drobox, AWS S3, and IBM Blue Cloud etc. The 

companies which offers cloud services are called as, Cloud 

Service Provider (CSP). To avail the services from cloud, 

Service Level Agreement (SLA) has to agree between data 

owner and CSP. 

 NIST (National Institute of Standards and Technology), 

defines cloud computing as, “Cloud computing is a model for 

enabling ubiquitous, convenient, on-demand network access 

to a shared pool of configurable computing resources (e.g. 

networks, servers, storage, applications, and services) that 

can be rapidly provisioned and released  with minimal 

management effort or service provider interaction”[1]. Cloud 

offers three types of cloud service models such as Software 

as a Service (SaaS), Platform as a Service (PaaS), and 

Infrastructure as a Service (IaaS). SaaS offers application 

services running on a cloud infrastructure to customers. (E.g. 

Gmail, Google docs etc.). PaaS offers a development 

platform for deploying customers own applications. (E.g. 

GAE). IaaS offers processing, storage, networks, and other 

fundamental computing resources (e.g. AWS EC2, S3). The 

cloud has four deployment models such as Private cloud, 

Public cloud, Community cloud and Hybrid cloud which can 

resembles to the Internet concepts [1]. 

The one of the major security threat with cloud is, data 

owners do not have control on their own data once it has 

been stored in cloud. So there is a need to protect data in 

middle of untrusted entities. Also cloud does not guarantee 

the security factors like confidentiality, integrity, 

identification etc. [2,3]. The different cryptographic 

techniques can be used for data security [4,5]. To protect 

unauthorized access of data from cloud, authentication plays 

important role. It is a first step for information security. 

Conventional authentication systems which is normally 

based on single factor credential, which do not provide 

enough security for cloud computing environment.  

The paper is organized as follow. Section II covers literature 

survey, in which some existing authentication mechanisms 

are studied. In section III, we have discussed in brief about 

Multi-factor Authentication (MFA) technologies; in section 
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IV, we have proposed a security architecture for cloud data 

security using MFA technology and in last section V, we 

have concluded the work. 

II. LITERATURE SURVEY  

In this section some existing authentication schemes are 

overviewed, which are based on client-server architecture. 

The purpose of authentication is to verify that the specific 

information presented represents a request to be authentic 

from a specified object [1,6]. Most of the web based serviced 

systems have implemented a simple ID/password mechanism 

for accomplishing the goals associated with the identification 

and authentication. To uniquely identify the user, many 

techniques exist [7,8,9]. One of the most popular remote user 

authentication schemes was suggested by Lamport in 1981, in 

which, the server stores the hashed value of a user’s password 

[10]. In Lamport’s scheme, password table was used to verify 

the legitimacy of users, but if this password table is 

compromised, stolen, or modified by an adversary, then the 

system could be partially or completely compromised. Some 

more recent smart card based password authentication 

schemes have also been proposed in [11]. Smartcard is used 

to store the long term secret key and it is assumed that the 

smartcard is never compromised [12]. So basically the 

scheme falls in one factor category as two factor schemes can 

be broken by compromising both the factors only. Liao et al. 

tried to consolidate a number of passwords and smartcard 

based properties and proposed two factor smartcard and 

password authentication scheme, which is still vulnerable to 

many attacks [13]. Cloud computing is a variant of client 

server architecture, where, thousands of clients use the same 

infrastructure at a large scale. Consequently, it needs stronger 

authentication than conventional client server system. Some 

systems use more complicated authentication using the 

smartcard system where a user typically has an ID, a 

password, and also a time-generated passkey from the smart 

card which changes every 60 seconds. Biometrics 

authentication is more secure mechanism in which user has to 

demonstrate what you are. Biometrics credentials can take 

many dimensions, from finger prints, to retinal scans to pupil 

images etc.  

 As we can see from above, authentication is the key for 

information security. Most of the existing user authentication 

schemes have many security flaws. Password authentication 

is the most commonly used scheme, but this technology is 

vulnerable to eavesdropping, replay, exhaustive and 

dictionary attacks etc.  In this paper we have proposed a 

secure user authentication framework for cloud computing. 

Most of the existing authentications are based on static 

passwords whereas the proposed scheme is based on dynamic 

secure multi-factor with OTP (One Time Password) 

mechanism which is more secure, efficient and user friendly. 

III. MULTI-FACTOR AUTHENTICATION TECHNOLOGY 

Conventional authentication techniques (ID/Password) do not 

work well for cloud as cloud is subjected to various attacks. 

So observing the cloud vulnerability, it needs well-structured 

and well defined security mechanism. The solution is 

implementation of MFA, which combines more than one 

independent factors for robust authentication process [2,3,14, 

15]. The objective of MFA is to create a layered protection 

and make it more challenging for an unauthorized person to 

access target such as a physical location, computing device, 

network or database. MFA has several categories for defining 

factors such as- Knowledge factor (ID/Password, PIN, 

Challenge-Response), Possession factor (Security token, 

Smart card, Smart phone, OTP token), Inherence factor 

(retina scans, iris scan, fingerprint scans, facial 

recognition, voice recognition, hand geometry, earlobe 

geometry), Location factor (GPS device), and Time factor. 

 In a typical MFA system, each user is verified via the first 

authentication factor (usually password) along with a second 

or even a third factor such as smartcard, smart phone, USB 

key, fingerprints etc. If one factor is compromised or broken, 

the attacker still has at least one more barrier to crack before 

successfully breaking up the target. Nowadays there is great 

demand to establish a MFA system into cloud services. 

Several companies already adopted MFA for cloud services 

such as AWS, Google, and Microsoft etc. The MFA system 

which are based on specialized hardware devices, such as a 

token reader or a fingerprint reader etc. puts additional cost 

for manufacturing and implementation.  

IV. PROPOSED SECURITY ARCHITECTURE 

To access cloud data services, if authentication plays a key 

security role then user can feel safe to use systems. So 

keeping authentication as our main focus, we have proposed 

here security architecture which offers authentication as a 

service to cloud data owners and users. The architecture also 

consists of cloud data security. Thus, it offers security at two 

levels so it can be called a “Layered Security Architecture”. 

The architecture comprises following terms. 

Data owner (DO): The data owner can be any 

organization/individual who outsources data on cloud. 

Cloud Service Provider (CSP): It provides cloud data storage 

infrastructure to DOs for data outsourcing. The CSP and the 

DO has to be agreed on SLA.  

User:  User who access cloud data. 

Trusted Third Party Security (TTPS) Server: An entity which 

is trusted by CSP, DO and User. It acts as a middleware 

between DO, User and cloud servers. The proposed 

architecture resides on TTPS Server which should be always 

online. Here it is assumed that all secure communication 

between DO to TTPS server and TTPS server to User take 

place via Secure Socket Layer (SSL). In case of TTPS Server 

failure, backup is maintained. 
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Figure 1.  Proposed Security Architecture. 

The proposed security architecture has shown in figure.1, 

which consists of two layers as – 

1.    Single to Multi-Factor Authentication Layer. 

2.    Data Security Layer. 

1. Single to Multi-Factor Authentication Layer 

Here, the first layer provides single to multi-factor 

authentication to DOs and Users. It uses the concept of MFA. 

The factors, proposed here are Knowledge factor 

(Username/Password), Possession factor (Smart phone, 

Email-id), Location factor and Time factor. 

The Knowledge factor (username/password) is compulsory 

as a first authentication factor for DOs and Users. The 

optional - second, third, and fourth authentication factors for 

user-authentication are decided by DO at the time of 

registration process. For Possession factor, smart phone’s 

IMEI (International Mobile Equipment Identification) no. 

and SIM (Subscriber Identity Module) no.is preferred 

because of three reasons –first, it is a most carried handheld 

device by people, second, it is needed for generating OTP 

token and third, Location factor again uses GPS (Global 

Positioning System) device which most of the smart phone 

have it. By using IMEI no. and SIM no., OTP is generated 

and sent through SMS to User’s registered SIM no. In 

Location factor also first, the location of user is tracked from 

GPS application from smart phone and verified with 

registered location and if location is matched, it generates 

OTP with help of IMEI no. and SIM no. and SMS it on 

registered smart phone (SIM) no. for authentication. Mainly 

Location factor is used for users from particular 

organizations whose geographical location is not changing 

frequently. In the Time factor, last accessed time by user is 

verified, which was send to registered email id when user has 

accessed cloud data last time. If it is correct then it generates 

OTP based on last accessed time and sent it to the registered 

SIM no. for authentication. 

2. Data Security Layer 

The second layer is Data Security Layer which consist of 

three modules – Encryption Module (EM), Decryption 

Module (DM), and Key Management Module (KMM). The 

authorized DO can choose one of the available encryption 

algorithm from EM, encrypt data with help of key provided 

by KMM and outsource encrypted data on cloud for storage. 

The authorized user can request to retrieve data and decrypt 

it with help of related decryption algorithm and key provided 

by DM. The task of KMM is to generate, distribute, 

exchange, use, store and destruct keys. 

Here, authorized User and DO have no overhead to encrypt 

and decrypt data, the TTPS Server takes this responsibility. It 

provides strong MFA service which uses OTP, which is 

difficult to steal, to access, to guess, to crack by hackers, 

cryptanalysts, and by brute-force attacker. 

V. CONCLUSION 

Cloud data security covers a broad range of security 

constraints. Cloud security is a main concern due to which 

many of the organizations fear to adopt cloud infrastructures. 

To overcome this fear, data security is implemented in two 

layers to protect the data. Our proposed security architecture 

assures robust security for cloud data by providing MFA for 

User and DO. The security architecture also provides safe 

storage and access to cloud data. The authorized User and 

DO has no overhead to encrypt and decrypt data as TTPS 

Server does it. The architecture offers security as a service to 

cloud customers which can help to build trust to adopt cloud 

infrastructure without any fear to security threats. 
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