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Abstract—Wireless networking brings a whole new meaning eowmork security risk analysis and mitigation. Witadily
available equipment, attacks on wireless networksvary easy. The wireless security mechanism fssame as in wired
networks. Because there is no user controllingefich individual node, wireless environment, andamoportantly, scarce
energy resources. The wireless security mechargsmotisame as in wired networks. Because there issar-controlling for
each individual node, wireless environment, andamimportantly, scarce energy resources. This plapé&s at the basic risks
inherent in wireless networking security protectwieeless network by denying access to the netvitsedf before a user is
successfully authenticated. This paper proposeemasecurity model which addresses three importgast of active attacks
like Rushing attack, Black hole and Replay att@&kusing 3-roundof well known AES algorithm we irapient this model.
Thus it is easy for the administrator to identifiese attacks using WPA. Different types of attdwke related information,
different cryptographic strength and performancetted proposed model get analyzed in this systerme @erticularly
important improvement over the WPA standards isirtbkision of the Advanced Encryption Standard (AB&ich could be
used in many rounds to protect the overall netviiar the external attacks.

Index Term— Wireless Network, Wireless Security, Wireless Htse WEP, RC4, AES, IEEE 802.11, WPA

l. Introduction

Wireless communications offer organizations andrsise
many benefits such as portability and flexibilitgcreased
productivity, and lower installation costs. Wiredes
technologies cover a broad range of differing cdpigis
oriented toward different uses and needs. Wiralessorks
have properties that imply different security sigos for
wired and wireless networks [1][5][6]. They use thame
networking protocols but use specialized physical data
link protocols. It
= Connect to existing networks via access points kvhic
provide a bridging function
= Let you stay connected when roaming from one
coverage area to another
= Have unique security considerations
= Have specific interoperability requirements
= Require different hardware

= Offer performancéhat differs from wired LANs

Some basic measures securing the wireless netwaiikst
casual access by intruders attacks such as chabgthghe
access points (AP), factory default administrati@y and
service set identifier (SSID), updating the APsstgpport
Wi-Fi protected access (WPA) or Wi-Fi protectedessc2
(WPA2) security, disabling the SSID broadcast tevpnt
connecting non-authorized users, filtering the raeticess
control address to allow known station only conieecaind
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adjusting transmitting power to restrict coverage that
which is strictly required. Truly effective meassiréor
protecting a wireless network must include encomptand
authentication [2][3]. Regarding encryption, WLAN
hardware options are (in order of security encopti
strength) wired equivalent privacy (WEP), WPA and
WPA2. WEP is considered unsafe whilst WPA and WPA2
provide suitable security levels. The main differen
between WPA and WPA2 is that the former supports
encryption using temporal key integrity protocolK(P)
whilst the latter supports encryption using advance
encryption standard (AES). Both WPA and WEP use the
Rivest Cipher 4 algorithm but WPA outperforms WEP
because the encryption key changes dynamicallWWBA.
WEP is an optional security mechanism for protegctin
wireless. WEP was included in clause 802 of thet fir
version of 802.11 IEEE and has remained unchanged i
newer versions of IEEE 802.11 b, 802.11g, 802.1dra f
ensuring compatibility amongst different version&P is a
standard encryption system implemented at the M&@I|
and is supported by most wireless solutions. WEP
establishes a similar level of security to that weifed
networks using encryption of the data being trartsgoby
the radio signals [4]. WEP uses the RC4 algorithm
developed by RSA Data Security. WEP is also used fo
preventing unauthorized users from gaining access t
WLANS i.e., provides authentication; such purposenot
explicitly set out in 802.11 but is considered arportant
feature of WEP.
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Specific threats and vulnerabilities to witss networks
include the following [9][10]:

= All the vulnerabilities that exist in a conventidi
wired network apply to wireless technolog

= Malicious entities may gain unauthorized acces
an agency’'s computer network through wirel
connections, bygssing any firewall protectior

=  Sensitive information that is not encrypted (ort!
is encrypted with poor cryptographic techniqt
and that is transmitted between two wirel
devices may be intercepted and disclc

= DoS attacks may be directed at eless
connections or devices.

= Malicious entities may steal the identity
legitimate users and masquerade as themrr
internal or external corporate netwo

= Sensitive data may be corrupted during imprc
synchronization.

= Malicious entities may be ableo violate the
privacy of legitimate users and be able to tr
their movements.

= Malicious entities may deploy unauthoriz
equipment (e.g., client devices and access pc
to surreptitiously gain access to sensi
information.

= Handheld devices are elgsstolen and can reve
sensitive information.

= Data may be extracted without detection fr
improperly configured devices.

= Interlopers, from inside or out, may be able ta
connectivity to network management controls
thereby disable or disrupt opgions

Wireless technologies generally come with some eltiéd
security features, although frequently many of fegtures
are disabled by default. As with many newer tecbgiels,
the security features available may not be as cehgmsive
or robust asnecessary. Because the security feat
provided in some wireless products may be wealatti@n
the highest levels of integrity, authentication, d.
confidentiality, agencies should carefully considére
deployment of robust, proven, and v-developed and
implemented cryptography. NIST strongly recommethds
the builtin security features of 802.11in data link le
encryption and authentication protocols be usegaas of
an overall defense-idepth strategy. Although the
protection mechanisms v&a weaknesses described in 1
publication, they can provide a degree of protectigains
unauthorized disclosure, unauthorized network agcasd
other active probing attacks.

IIl. ENCRYPTION IN WEP
WEP uses a secret key shared between a wirelessn:

and an access point. All data sent and receiveddasi
station and access point can be encrypted by utia
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“shared key.” 802.11 do not specify how the shakeg
should be established but allowor a table associating
unigue key with each station [6][7]. However, tlzare key
is usually shared in practice amongst all statenms acces
points within a given WLAN system. WEP applies alixy
redundancy check (CR82) to plaintext to protect cijer
text against unauthorized modifications while itrigransit,
producing an integrity check value (ICV). ICV igype of
fingerprint for plaintext; it is added to plaintesind the
result is encrypted with a “key stream” and sentttie
recipient alog with the initialization vector in plainte

Plain text " [ptain text{ 1cv [
(2)
0) ®
CRC 5| xoR Cipher Lo (v Cipher
text text
-~
® ®
Initialization |Shared| | oy key ||
Vector key stream
1

Fig.1.WEP Encryptior

The receiver combines the cipher text with the ggam
to retrieve both the plaintext and the ICV [5][8i. is
possible to verify that the decryption process hagn
correct andthat the data has not been altered by appl
the integrity check to the plaintext and compatimg outpur
with the ICV value received; if the two ICV valuese
identical (i.e., matching fingerprints) the message
authenticated .

[I.I WEP EncryptionAlgorithm usingRC4 cryptography

RC4 (or ARC4) is the most frequently used stregohei in
cryptography; it is used in some of the most pop
protocols such as transport layer security (TLSkecure
socket layer (SSL) to protect Internet traffic awired
equivalent privacy (WEP) to add wireless networgusity.
Using WEP is not recommended in modern systt
however, some RC4 based systems are safe enou
common use. The RC4 cryptography algorithm

designed by Ron Rivest of RSA Security in87; its full
name is Rivest Cipher 4, taking the alternativemagm RC
for “Ron’s Code” which is used by RC2, RC5 and Rt
encryption algorithms. RC4 is part of the most cani
used encryption methods such as WEP, TKIP (WPA

a

wireless cards and TLS][7][8]. RC4’s substantial speed

and simplicity are among the main factors that hasiped
it to be used in such a wide range of applicatidR€4
generates a pseudandom stream of bytes (key stree
which is XOR added to the plain text for encrypt
Deciphering the message is done in the same wa)
generate the key stream, the encryption algorittam dr
internal secret state consisting of the followi
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e A permutation of 256 bytes called S vector or@in{S”;

» Two 8-bit index pointerd:andj; and

» The permutation is initialized with a variablexgh key,
usually 40-256 bits, using a key scheduling altonit
(KSA). Once key scheduling is done, the cipherikgy'
stream” is produced by means of a pseudo-random
generation algorithm (PRGA). RC4 uses two blocks fo
encryption: KSA and PRGA. The following is RC4’s
pseudo-code:

/ * S= S VECTOR with fixed 256 bytes * /size

/ * K = VECTOR which contains the seed =
length of seed (IV length plus SK lengthN,=
256, S vector size * /

KSA (K, 9

FOR (=0toN-1)

gil=i (1)

j=0

FOR (i=0toN-1) (2)

j=( +9gi] + K[i modL]) modN SWAPHil, 9j])
PRGA®©

i=0,=0(@3)

Frame production loop

i = (i +21) modN (4)

j=( +di]) modN

SWAPH]], Fjl)

OUTPUT =S][(gi] + S[j]) modN]

The previous pseudo-code assumed that the seeor Wect
[i] contained values [4, 5, 6, 7,8, 9, C, Z] at thepective
positions fori from zero to seven. A 256 position memory
block is allocated for the S vector for KSA. Theotw
pointers to the S vectarandj are initialized to zero. Then

is relocated into a pseudo-random position dependim
seed vectoK content.

j=j+90]+K[0]=0+0+4=4

Then there is a swapping of the values in the &tpdibyl
andj. This is done 256 times for each frame which ninest
encrypted. As a result, if the value of the seectorK is
not known, it is not possible to know the final temts of
the Svector in advance.

[ll. WPA (WI-FI PROTECTED ACCESS)

WPA encryption and integrity verification (Wi-Fi gected
access) is based on the temporary key integrityopod

[
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(TKIP) defined in clause 8.3.2 of the original IEBB2.11i
(IEEE Computer Society LAN MAN Standards Committee)
and added later to current IEEE 802.11 standardlevtte
new |EEE 802.11i standard is being ratified, wissle
vendors have agreed on an interoperable interimdatd
known as WiFi Protected Access (WPA).

. WPA KEY MANAGEMENT

Rekeying of unicast encryption keys is optional hwit
802.1x. Additionally, 802.11 and 802.1x provide no
mechanism to change the global encryption keyithased
for multicast and broadcast traffic. With WPA, rgkey of
both unicast and global encryption keys is requir€kde
Temporal Key Integrity Protocol (TKIP) changes the
unicast encryption key for every frame and eachghas
synchronized between the wireless client and theless
AP. For the global encryption key, WPA includesaaility
for the wireless AP to advertise changes to theneoted
wireless clients.

TEMPORAL KEY INTEGRITY PROTOCOL (TKIP)

WEP encryption is optional for 802.11. For WPA,
encryption using TKIP is required. TKIP replaces WE
with a new encryption algorithm that is strongearththe
WEP algorithm, yet can be performed using the ¢afimn
facilities present on existing wireless hardwarklPr also
provides for:

= The verification of the security configuration aftee

encryption keys are determined.

= The synchronized changing of the unicast encryption
key for each frame. The determination of a unique
starting unicast encryption key for each pre-sh&esd
authentication.

WI-FI PROTECTED ACCESS 2 (WPA-2)

WPA-2 introduced by the Wi-Fi Alliance was ratified
IEEE 802.11i clause. The WPA2 protocol includes the
following features :

= |EEE 802.1X authentication;

Extensible authentication protocol (EAP); and
Encryption using advanced encryption standard (AES)
(NIST, 2001).

= WPA2 is used in CCMP (counter with CBC MAC
protocol) mode for implementing AES in 802.11i,
including:

= 128-bit keys;

= Using AES in CBC-MAC mode for calculating MIC
and AES in counter mode for data encryption; and

= Guaranteeing 48 bit initialization vector.

=  WPA-2 improves WEP shortcomings but, unlike WPA,
incorporates AES encryption mechanisms to reduce
vulnerabilities which could introduce hash functon
with WPA TKIP. WPA- 2 uses a TK and a packet
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number (PN) field to prevent attacks by repea
frames. The authentication phase and pair maste
(PMK) derivation are performed according to IE
802.1X.

=  WPA-2 uses AES in CBGAAC mode to calculat
MIC and AES in counter mode to encrypt the paylc
Figure 3 shows these two processes performe
parallel.

MESSAGE INTEGRITY CHECK (MIC)
AES uses the data integrity key at this st

1. A 128 hit Init Block (startindplock), as explained beloy
and the data integrity key are introduced into AEECMP
mode producing a 128-bit block.

2. An XOR is applied to the result of the previatsp with
the first 128 bits of the IEEE 802.11 payload blc
producing a 128-bit block.

3. The result from step 2 is introduced into AESCE@MP

mode producing a 128it block. 4. Steps 2 and 3 are carr

out with the remaining 12Bit payload blocks, except fi

the PN field, used for numbering the frame and aaly

included on the sting block. This is done until the la

128-it block of the payload field. From the last 12igs|

resulting from the AESECMP function, the 64 mo

significant bits are taken and named “R1.” R1 cgpmnds

to unencrypted MIC. WPA-builds the starting ock (used

for calculating MIC) using the following informatic

= The flag field (8 bhits) is set at 01011001. Thisldi
contains several flags, including the one that i§ipsc
that a 64-bit MIC length is in use;

=  The priority field (8 bits) which is fixedt 0 and is
reserved for future use;

= The source address field (48 bits) from the IE
802.11 frame MAC header;

= The PN field (48 bit); and

= Data length field (16 bits).

= There are two padding fields at the beginning amdi
of the payload frame used to come the payload or
the header to match 128-bit blocks.

DATA ENCRYPTION

AES uses the DEK obtained during the 802
authentication process. AES is used in counter nfod
payload encryption. An initial 12Bi counter is used wit
the following fields to start the process:

= Flag field (8 bits) set at 01011001 containing seb
flags, including the one which specifies that &bit
MIC length is in use;

€
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= The priority field (8 bits) which is fixed at 0 and
reserved for future us

= Source address field (48 bits) from the IEEE
802.11 MAC frame header;

Data Integrlty o 6
&
mic I_. . _’®

CALCULATION

Plain Frame | Heudar [ri] mms | 128h||s Deta | mms I M|c|

Data Encryption
Key
ENCRYPTION

E"::Z',;::d Header 7] Data Jwe [ os]

Fig.2. WPA2 encryption and integrity chet

* PN field (48 bits); and Counter field (16 bitshich is
fixed at 1 and is only increased if the 802.11 fegmayloac
is fragmented. It should be noted thhis counter is only
part of the counter that inputs to the AES functior
counter mode, which is actually modified by the kzaye
number (field PN) if the payload is not fragmentdthe
payload is encrypted as follows after this -bit initial

counter has been built:

1. The initial counter is input into an AES function
counter mode along with the data encryption keylpeing
a 128-bit block;

2. With this result, an XOR is applied to the firk28
payload bits (clear text payload) producing thet 802.11
frame payload 128 ciphered bits; .

3. The initial counter is increased in step 1 atep L is
repeated with the following 128 bits of clear t@syload.
This is done until finishing the encryption of tleatire
frame’s payload. The counter increased and its value is
sent to the AES function. The result is XORed wtitie
MIC (and of course with R1) and the most significéd
ciphered bits are taken and encapsulated along tluil
frame check sequence (FCS) and IEEE 802.11 h

IV. CONCLUSION
In this paper we have discussed some of the kegerns
surrounding the security of wireless networks. Wave
highlighted a number of weaknesses in existing quas
and configurations of wireless networks includingwt
these weaknesses can be expl. The paper has also
considered the legality aspects of accessing irdtom
regarding the configuration of a wireless netwaoskngell as
the accessing of transmitted or stored informationthe
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network by using the WAP.The WEP protocol is vuiisde

to attacks; the problem does not lie with the RE@brEthm
used by WEP but the way in which the encryptionskase
managed and generated to be used as RC4 algonifiuh i
Other RC4 algorithm-based security protocols sush a
transport layer security, secure socket layer arRAVére
more secure for practical uses. Due to the weaksdssind

in WEP, new alternatives such as WPA have emerged t
reduce the lack-of security stigma of wireless meks,
ensuring confidence in their use in various premiddese
new levels of security are achieved through gresgeurity
implementation  providing strong encryption and
incorporating authentication such as Elliptical vaur

cryptography.
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