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Abstract- Cloud computing is a model for enabling ubiquitous, convenient, on-demand network access to a shared pool of 

configurable computing resources (e.g., networks, servers, storage, applications and services) that can be rapidly provisioned 

and released with minimal management effort or service provider interaction. Cloud computing is a general term for the 

delivery of hosted services over the internet. Cloud computing enables companies to consume the resources and compute their 

utility rather than building and maintaining computing infrastructure. A cloud database is a database that has been optimized or 

built for a virtualized computing environment. Since these data-centers may be located in any part of the world beyond the 

reach and control of users, there are multifarious security and privacy challenges that need to be understood and addressed. 

Cloud has been prone to various security issues like storage, computation and attacks like Denial of service, Distributed Denial 

of Service, Eavesdropping, insecure authentication or logging etc.  Privacy preservation is main security issue in public cloud. 

This paper focuses on various security mechanisms that are provided in the enterprises and also discusses few of the common 

security mechanisms like auditing, authentication, authorization, encryption and access control.  
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I. INTRODUCTION 

An important aim of cloud computing [1] is to provide on-

demand access to computational resources on pay-as you-go 

basis similar to the way in which we obtain services from 

public utility services such as water, electricity, gas and 

telephony. Essentially, there are two main stakeholders in the 

Cloud Computing environments, which are the Cloud 

providers (service producers) and Cloud customers (service 

consumers or clients). Cloud customers can be either 

software/application service providers who have their own 

service consumers or end users (e.g., organization or 

businesses) who use cloud computing services directly. A 

cloud provider is a company or vendor that offers 

economically efficient cloud services using the hardware and 

software.  

 

Massive growth in digital data[2], changing data storage 

requirements, better broadband facilities and Cloud 

computing led to the emergence of cloud databases .Cloud 

Storage, Data as a service (DaaS) [3] and Database as a 

service (DBaaS) are the different terms used for data 

management in the Cloud. They differ on the basis of how 

data is stored and managed. Cloud storage is virtual storage 

that enables users to store documents and objects. Drop box, 

iCloud [3] etc. are popular cloud storage services. DaaS 

allows user to store data at a remote disk available through 

Internet. Cloud storage cannot work without basic data 

management services. So, these two terms are used 

interchangeably. DBaaS is one step ahead. It offers complete 

database functionality and allows users to access and store 

their database at remote disks anytime from any place 

through Internet. Amazon’s SimpleDB, Amazon RDS, 

Google’s BigTable, Yahoo’s Sherpa and Microsoft’s SQL 

Azure Database are the commonly used databases in the 

Cloud. The data should be kept secured and should not be 

exposed to anyone at any cost. Confidentiality of data is 

another security issue associated with cloud computing. The 

different security issues in cloud are scalability, 

heterogeneity, Data Intrusion [4], Data Integrity, Non- 

Repudiation, Confidentiality, access control, authentication 

and authorization. Based on many discussions with 

customers and surveys, the following security and integration 

issues seem to be on many customers’ minds. How the cloud 

will keep data secure and available? How to comply with 

current and future security and risk management compliance? 

What types of security services are available through the 

cloud? How to perform internal and external audits of cloud 

security? How to automate network, compute, and storage 

provisioning?  

 

Cloud computing is a model for enabling ubiquitous, 

convenient, on-demand network access to a shared pool of 

configurable computing resources(e.g., networks, servers, 

storage, applications and services) that can be rapidly 

provisioned and released with minimal management effort or 

service provider interaction. A style of computing where 

massively scalable IT-related capabilities are provided ‘as a 

service’ using Internet technologies to multiple external 

customers. At its simplest, cloud computing is the dynamic 

delivery of information technology resources and capabilities 

as a service over the Internet. How to do on-demand 

provisioning in near real time from a customer portal to all 

the infrastructure devices 
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How to orchestrate among many new cloud tools and 

existing legacy tools Although most of the surveys show that 

most customers are concerned about security and integration, 

most of the successful organizations are taking calculated 

risks and implementing the cloud with appropriate security 

measures. As many of you know, nothing can be 100 percent 

secure, but by knowing the current state, one can apply 

appropriate security measures to mitigate the risk and grow 

the business. 
 

Paper is organized as follows. Section II represents 

background related to cloud computing, privacy and security 

of cloud database. Section III provides literature survey of 

privacy preservation and security. Section IV concludes the 

paper. 

II. BACKGROUND 

 

A. Cloud Computing Services 

There are four types of cloud computing service models [5]-

SaaS, PaaS, IaaS, DaaS. 

 

Software as a service (SaaS)-Saas can be defined as the 

software that is deployed over the internet. A complete 

software is available over the cloud any customer can use 

that software on “pay-as-you-go” basis.[5] The Saas provides 

on-demand access of software to the clients. One more 

characteristic of Saas is that it delivers the software in “one 

to many” model. In the SaaS model, cloud providers install 

and operate application software in the cloud and cloud users 

access the software from cloud clients. 

 

Platform as a service (PaaS)[6]-In platform as a service 

model, service provider provides hardware and software to 

the customer which is needed by him to database and web 

server. Paas  is a form help enterprise developers quickly 

develop software. In the PaaS models, cloud providers 

deliver a computing platform, typically including operating 

system, programming language execution environment and 

of cloud computing that holds web- potential write and test 

customer or employee facing application. 

 

Infrastructure as a service (IaaS)-It is the most basic cloud 

service model. It provides computers physical or virtual 

machines and other resources. IaaS clouds often offer 

additional resources such as a virtual-machine. DISK 

IMAGE library, raw block storage, and file or object storage, 

firewalls, load balancers, IP addresses, virtual local area 

networks and software bundles [7]. 

 

Database As A Service (DAAS)-Cloud database is designed 

for virtualized computer environment. It is not as simple as 

taking relational database and deploying it over a cloud 

server.[4] Cloud database as a service has to fulfill all the 

characteristics of relational database as well as cloud 

database. There are two terms used for data storage in cloud 

DaaS(Data as a service) &DbaaS (Database as a service).In 

data as a service only a space is provided over the cloud to 

store the data but in database as a service client can store data 

as well as he can run queries over the data to alter them and 

get some useful information from the database. Clod 

database is created over the service provider site. So security 

should be very high in the cloud database because client has 

to protect his data from the outsider as well as he has to 

protect the data from the service provider also. It might be 

possible that database has some harm from the cloud 

database provider. 

 

Irrespective of the above mentioned service models, cloud 

services can be deployed in four ways depending upon the 

customers’ requirements. 

 

Public Cloud: A cloud infrastructure is provided tomany 

customers and is managed by a third party [8]. Multiple 

enterprises can work on the infrastructure provided, at the 

same time. Users can dynamically provision resources 

through the internet from an off-site service provider. 

Wastage of resources is checked as the users pay for 

whatever they use. 

 

Private Cloud: Cloud infrastructure, made available only to a 

specific customer and managed either by the organization 

itself or third party service provider. This uses the concept of 

virtualization of machines, and is a proprietary network. 

Community cloud: Infrastructure shared by several 

organizations for a shared cause and may be managed by 

them or a third party service provider. 

 

Hybrid Cloud: A composition of two or more cloud 

deployment models, linked in a way that data transfer takes 

place between them without affecting each other. 

 

B. Security issues in cloud database: 

 

Data Intrusion: Data Intrusion [6] is another security risk that 

may occur with a cloud provider. Undesirable alteration of 

user data may commence due to intrusion. If any intruder can 

gain access to the account password, then he/she will be able 

to do any kind of unwanted changes to the account’s private 

documents.  

 

Data Integrity: The stored data in the cloud storage may 

suffer from enormous damage occurring during the transition 

operations from or to the cloud storage provider. It is very 

essential to maintain the integrity of data. The risk of attacks 

from both inside and outside the cloud provider exists and 

should be considered.  

 

Non-Repudiation: It guarantees the transmission of message 

between parties and gives the assurance that someone cannot 
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deny something.. It ensures that a party cannot deny the 

genuineness of their signature on a document or the sending 

of a message that they originated. Non-repudiation is a major 

concern for data security. Non-repudiation is often used for 

signatures, digital contracts, and email messages  

 

Confidentiality: The data should be kept secured and should 

not be exposed to anyone at any cost. Confidentiality [6] of 

data is another security issue associated with cloud 

computing.. The users do not want their confidential data to 

be disclosed to any service provider. But it is not always 

possible to encrypt the data before storing it in cloud.  

 

Access control  

Access management [7] is one of the toughest issues facing 

cloud computing security. One of the fundamental 

differences between traditional computing and cloud 

computing is the distributed nature of cloud computing. 

Within cloud computing, access management must therefore 

be considered from a federated sense, where an identity and 

access management solution is utilized across multiple cloud 

services and potentially multiple CSPs. Access control can be 

separated into the following functions:  

 

Authentication: An organization can utilize cloud services 

across multiple CSPs, and can use these services as an 

extension of its internal, potentially non-cloud services. It is 

possible for different cloud services to use different identity 

and credential providers, which are likely different from the 

providers used by the organization for its internal 

applications. The credential management system used by the 

organization must be consolidated or integrated with those 

used by the cloud services.  

 

Authorization: Requirements for user profile and access 

control policy vary depending on whether the cloud user is a 

member of an organization, such as an enterprise, or as an 

individual. Access control requirements include establishing 

trusted user profile and policy information, using it to control 

access within the cloud service, and doing this in an auditable 

way. Once authentication is done, resources can be 

authorized locally within the CSP. Many of the authorization 

mechanisms that are used in traditional computing 

environments can be utilized in a cloud setting. 

 

III LITERATURE SURVEY 

 

Several mechanisms have been designed to allow both data 

owners and public verifiers to efficiently audit cloud data 

integrity without retrieving the entire data from the cloud 

server. However, public auditing on the integrity of shared 

data with these existing mechanisms will inevitably reveal 

confidential information—identity privacy—to public 

verifiers. Cloud service providers offer users efficient and 

scalable data storage services with a much lower marginal 

cost than traditional approaches [2]. It is routine for users to 

leverage cloud storage services to share data with others in a 

group, as data sharing becomes a standard feature in most 

cloud storage offerings, including Dropbox, iCloud and 

Google Drive. 

 

Recently, many mechanisms [9] ] have been proposed to 

allow not only a data owner itself but also a public verifier to 

efficiently perform integrity checking without downloading 

the entire data from the cloud, which is referred to as public 

auditing [10]. In these mechanisms, data is divided in to 

many small blocks, where each block is independently signed 

by the owner; and a random combination of all the blocks 

instead of the whole data is retrieved during integrity 

checking [11]. A public verifier could be a data user (e.g., 

researcher) who would like to utilize the owner’s data via the 

cloud or a third-party auditor (TPA) who can provide expert 

integrity checking services [12]. Moving a step forward, [13] 

designed an advanced auditing mechanism [5], so that during 

public auditing on cloud data, the content of private data 

belonging to a personal user is not disclosed to any public 

verifiers. Unfortunately, current public auditing solutions 

mentioned above only focus on personal data in the cloud. 

 

Provable data possession (PDP), proposed [13], allows a 

verifier to check the correctness of a client’s data stored at 

un-trusted server. By utilizing RSA-based homomorphic 

authenticators and sampling strategies, the verifier is able to 

publicly audit the integrity of data without retrieving the 

entire data, which is referred to as public auditing. 

Unfortunately, their mechanism is only suitable for auditing 

the integrity of personal data. [14] Defined another similar 

model called Proofs of Retrievability (POR), which is also 

able to check the correctness of data on an un-trusted server. 

The original file is added with a set of randomly-valued 

check blocks called sentinels. 

 

The verifier challenges the un-trusted server by specifying 

the positions of a collection of sentinels and asking the un-

trusted server to return the associated sentinel values. 

 

[15] Designed two improved schemes. The first scheme is 

built from BLS signatures, and the second one is based on 

pseudo-random functions. To support dynamic data,[15] 

presented an efficient PDP mechanism based on symmetric 

keys. This mechanism can support update and delete 

operations on data; however, insert operations are not 

available in this mechanism. Because it exploits symmetric 

keys to verify the integrity of data, it is not public verifiable 

and only provides a user with a limited number of 

verification requests. 

 

In [13] Utilized Merkle Hash Tree and BLS signatures to 

support dynamic data in a public auditing mechanism. [14] 
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Introduced dynamic provable data possession (DPDP) by 

using authenticated dictionaries, which are based on rank 

information. [15] exploited the fragment structure to reduce 

the storage of signatures in their public auditing mechanism. 

In addition, they also used index hash tables to provide 

dynamic operations on data. The public mechanism proposed 

by[12] are able to preserve users’ confidential data from a 

public verifier by using random masking’s. In addition, to 

operate multiple auditing tasks from different users 

efficiently, they extended their mechanism to enable batch 

auditing by leveraging aggregate signatures [13]. 

 

In [13] leveraged homomorphic tokens to ensure the 

correctness of erasure codes-based data distributed on 

multiple servers. This mechanism is able not only to support 

dynamic data, but also to identify misbehaved servers. To 

minimize communication overhead in the phase of data 

repair,[14] also introduced a mechanism for auditing the 

correctness of data under the multi-server scenario, where 

these data are encoded by network coding instead of using 

erasure codes. More recently, [15] constructed an LT codes-

based secure and reliable cloud storage mechanism. Compare 

to previous work [13], [14], this mechanism can avoid high 

decoding computation cost for data users and save 

computation resource for online data owners during data 

repair. 

 

Oruta [6], a privacy-preserving public auditing mechanism 

for shared data in the cloud. We utilize ring signatures to 

construct homomorphic authenticator’s, so that a public 

verifier is able to audit shared data integrity without 

retrieving the entire data, yet it cannot distinguish who is the 

signer on each block. To improve the efficiency of verifying 

multiple auditing tasks, [6] further extend our mechanism to 

support batch auditing propose a novel privacy-preserving 

mechanism that supports public auditing on shared data 

stored in the cloud. In particular, exploit ring signatures to 

compute verification metadata needed to audit the 

correctness of shared data. With our mechanism, the identity 

of the signer on each block in shared data is kept private from 

public verifiers, who are able to efficiently verify shared data 

integrity without retrieving the entire file. In addition, our 

mechanism is able to perform multiple auditing tasks 

simultaneously instead of verifying them one by one. 

III. CONCLUSION 

Cloud computing is a computing in which large groups of 

remote servers are networked to allow centralized data 

storage and online access to computer services or resources. 

Several mechanisms have been designed to allow both data 

owners and public verifiers to efficiently audit cloud data 

integrity without retrieving the entire data from the cloud 

server. However, public auditing on the integrity of shared 

data with these existing mechanisms will inevitably reveal 

confidential information—identity privacy—to public 

verifiers. The major issue with the cloud database is that it 

requires a very high level security. Data are not always safe 

when they are stored inside cloud providers. Since these data-

centers may be located in any part of the world beyond the 

reach and control of users, there are multifarious security and 

privacy challenges that need to be understood and addressed. 

Privacy preservation is main security issue in public cloud. In 

this paper we discuss the cloud database security. We review 

the adaptive encryption scheme. 
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