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Abstract- Information hiding for security in data transmission is in the air as long as the conversion of data before sending it. 

Steganography is the art and the science of hiding information or data by embedding within other. Steganography works by 

replacing bits of useless or unused data in various files (graphics, sound, text or even floppy disks) through LSB technique and 

this hidden data can be plain text, cipher text or images. But this technique usually takes more time if encryption is done first for 

improving its security. The aim of this paper is to hide the data after encrypting it through new approach called K-Matrix, which 

will provide less time complexity than the existing technique for cryptography. 
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I. Introduction 

Steganogrpahy is originated from Greek word “Stegos” 

means covered and  “graphia” mean writing. Hiding 

information requires following elements 

1. Cover image that will hold the secret data 

2. The secret information that may be plain text, 

digital image, file or any type of data. 

3. Steganographic Algorithm 

4. Secret Key for security 

Steganography hides the secret data into other object but 

does not alter the structure of secret data as it hides the secret 

data inside a cover object so that it cannot be seen by any 

observer. 

 

                                                                               

 

 

 

 

 

 

 

  

        

 

 

 

 

 

 

 

 

 

 

Figure 1. Steganography Framework 

 

 
Figure 2 Original and Steganographed Image 

 

II. Traditional Approach 

a. LSB Technique    

It is the easiest and simplest technique of hiding the 

information behind the images. In this method, binary value 

for the data to be hidden is find out and is being covered 

behind the LSB of the carrier bytes or in pixels of images. 

The overall changes are so small in the steganographed 

image that human eye cannot discover it. A pixel of an 

colored image(24 bits image) can be represented by three or 

four component intensities such as red, green, blue or cyan, 

magenta, yellow and black. 

b. Algorithm 

The steps are as follows: 

1. Select a cover image of size M*N as an input. 

2. Convert the message ASCII value  to Binary form. 

3. Make the three digit pairs of obtained data starting 

from left. 

4. Now the obtained bits are being stored behind the 

LSB of RGB components of pixels of an image. 

5. Repeat step 4 until the whole message is being 

hidden.  

Corresponding Author: K S Arora 

Cover Object 

Steganography 

Algorithm 

Secret Key 

Extracting 

Algorithm 

Original Image 

Secret 

Information 

Secret 

Information 

   
m

ed
iu

m
 

http://www.ijcaonline.org/


   International Journal of Computer Sciences and Engineering            Vol.-2(3), PP(50-53) June 2014, E-ISSN: 2347-2693 

                             © 2014, IJCSE All Rights Reserved                                                                                                                51 

c. Example 
Suppose we have to hide a message HELLO in 24-bit color 

image whose RGB components are separated and original 

image pixel are: 

R (00100111 11101001 11001000) 

G (00100111 11001000 11101001) 

B (11001000 00100111 11101001) 

 

            

 

 

 

 

 

 

 

 

 

 

 

 

 

 

                                                                           

   Figure 3. Step by Step procedure of LSB Technique 

 

R G B 

0 0 1 0 0 1 1 1 1 1 1 0 1 0 0 1 1 1 0 0 1 0 0 0 

                 

Figure 4   RGB  Representation of pixel 

As we want to hide “H” whose binary representation is  

1001000 

R G B 

0 0 1 0 0 1 1 1 1 1 1 0 1 0 0 1 1 1 0 0 1 0 0 0 

 

 

                 H =  1 0 0 1 0 0 0 

 

 

R G B 

0 0 1 0 0 1 1 1 1 1 1 0 1 0 0 0 1 1 0 0 1 0 0 0 

Figure 5.  Fixing secret data  in RGB Component of pixel 

 

In Figure 5, we are trying to hide the first letter of the word 

“HELLO” i.e H in the Least Significant Bit of the RGB 

Components of the pixels of an Image.  

We can also uses the other significant bits (Last two or three 

bits) to store the secret data in it. 

H = 1 0 0 1 0 0 0 

 

R G B 

0 0 1 0 0 1 1 0 1 1 1 0 1 0 0 1 1 1 0 0 1 0 0 0 

Figure 6. LSB Technique using Two Significant Bits 

In this way, we can also use three least Significant Bits to 

hide the data depending on the size of data. 

 

d. Problems  of  LSB Technique  

1. Major problem is the size of the image behind 

which the text is to be hidden. 

2. Secondly, security is the issue if the steganographed 

image is detected then the actual data can be easily 

revealed/fetched. 

3. To maintain the security if the data Is first encrypted 

using traditional encryption schemes and then 

steganographed, the time complexity get increased 

at a higher level. 

 

II. PROPOSED WORK 

If we talk about the classical method, it suffers from many 

problems as stated above. To reduce these problems, a new 

method has been proposed in which some sort of encryption 

is done firstly using K-Matrix (Mapping) that reduces the 

time complexity in encrypting the message and the encrypted 

message is then steganographed that improves the security in 

hiding the message.   

           

K-MATRIX 

K-MATRIX is a 2 X 2 Matrix with the feature of storing 4 

different numbers  between 1 to 16. 

In this implementation, Four 2 X 2 matrices are being used. 

Every cell of this K-MATRIX is assigned a random number 

ranging between 1 to 16  as shown in Figure 

 

k00            

        

 

       k10 

                   Figure 7 Representation of K-Matrix 

          

  Role of  K-MATRIX 

 Used for encryption by mapping text’s bits with the 

numbers stored in the matrix. 

 ASCII value of alphabet  (8 bits) get converted into 

32 bits. 

 Security  get improved. 

   b. Algorithm 

1. Select a cover image of size M*N as n input. 

2. Convert the message ASCII value into binary form. 

3. Make the two digit pairs of obtained data starting 

from left. 

4. Mapping of these pairs is done with the number 

assigned in the corresponding cell of K-MATRIX to 

obtain another number. 

5. New corresponding number will be again converted 

in binary form. 

6. Now the obtained Bits are being stored behind the 

LSB of RGB components of pixel of an image. 

7. Repeat step 6 until the whole message is being 

hidden. 

 

H E L L O 

ASCII Value:  72  69 

Binary value : 100 100 0     10  001 01  

Pick the  first three bits of obtained 

binary value 

Place these binary bits into the LSB of 

RGB Components of first pixel of Image 

Repeat until last bits of text is placed 

behind the image 

13 4 

10 16 

 

8 3 

7 12 

 

5 2 

14 13 

 

6 9 

16 1 
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            c. Example  
 

 

 

 

 

 

(A number is obtained from these positions of every 

4 pairs for every alphabet ) 

 

 

 

    

(Binary value for each corresponding number is 

obtained ) 

 

 

 

 

 

(Now the 8 Bits data has changed to 32 Bits which 

now get stored in LSB) 

Figure 8. Procedure of Enhanced Steganography- K Matrix 

 

III. EXPERIMENTAL RESULTS 

 

The execution is performed on 2.40 ghz Intel Core™ i3 

CPU with 2.00 GB RAM, running Window & 

Professional. DotNet Programming dialect is utilized 

since it is an Object Oriented Language and has security 

bundles. The Microsoft Visual Studio 2008 advancement 

framework is a suite of improvement devices intended to 

support programming designers. Visual Studio part is to 

enhance the methodology of improvement and make the 

work of accomplishing leaps forward simpler and all the 

more fulfilling. In the Implementation, c# programming 

dialect is utilized.  

 

a. Implementation Details 

Classical steganography LSB technique is extended by using 

K-Matrix. We have actualized the proposed algorithm as a 

window based undertaking. 

 
           Figure 9. Snapshot of Proposed work 

 

b. Result Analysis and Discussion 

To analyze the time complexities of the conventional as well 

as Enhanced Steganography methods we have used 

stopwatch class of DotNet. 

We have attached instance of stopwatch class at the 

beginning of process and at end also to calculate the total 

time taken and found it to be much lesser than the existing 

techniques (AES, Triple DES) as these existing methods for 

encrypting data has many rounds to that of this new method 

containing mapping function. 

 

IV. CONCLUSION 

In this paper the existing least significant bit algorithm has 

been analyzed and found to have more amount of distortion, 

so a new method has been proposed “Enhanced Least 

Significant Bit Technique using K-Matrix”. It improves the 

security of data transfer through LSB method because it first 

encrypts the data from 8-Bits to 32-Bits from K- Matrix and 

then it is to be hidden under an image. 

Time complexity also gets reduced as comparison to existing 

technique as the number of rounds gets decreased. 

 

V. FUTURE SCOPE 

 

1. Numbers assigned in K-Matrix can be changed 

randomly on every time the data is steganographed. 

 

2.  Rather than storing the data in consecutive pixels, 

we can also store data in random pixels and address 

of these pixels can be stored in a separate array or 

these pixels can be accessed through linked list. 

 

3. Instead of storing data in all three components (red, 

green, blue) of pixels, we can also choose any one 

or two components (red, green or red, blue etc.) of 

every pixel. 
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13 4 
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